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Abstract— This research examines the relationship between
adolescents' technology use, cybersecurity awareness, and its
impact on mental well-being, highlighting the role of digital
literacy and responsible online behaviour in achieving positive
outcomes. The study examines both negative and positive effects
of digital media, advocating for methodological precision to
capture associations with mental health. With the evolution of
the internet, extensive research has emerged on the impact of
digital technology on health, education, and |human
development: Digital platforms are integral to adolescents'
social lives, education, and entertainment, raising concerns
about risks like cyberbullying, privacy violations, and exposure
to inappropriate content. Findings indicate significant interplay
between technology use, cybersecurity awareness, and mental
health, with higher awareness and proactive security behaviours
linked to better outcomes. Adolescents spend more time online
than any other age group, and the increase in use raises concerns
about potential negative effects. Notably, existing research
emphasises the risks of digital technology, lacking evidence of its
benefits. Results highlight cybersecurity awareness's critical
role in mediating technology use's effects on mental health and

the importance of behavioural intention in shaping
cybersecurity practices.
Keywords—Cybersecurity, Awareness, Technology

Acceptance, Online Risks, Adolescent Mental Health

I. INTRODUCTION

Adolescents' lives are now inextricably linked to the
digital world, with mobile devices and social media serving as
primary communication and information channels [1]. This
pervasive connectivity has sparked worries about its potential
impact on adolescent mental health, with issues such as
cyberbullying, privacy violations, and exposure to
inappropriate content all posing substantial dangers [1], [2].
As technology becomes increasingly incorporated into
teenagers' daily lives, understanding the complexities of this
relationship and the factors that may influence it is critical [3],
[4]. The perceived connection between social media and
mental health is significantly shaped by adolescent and
professional perspectives, despite the lack of substantial
research to support it [2], [5]. Ethical social media use, on the
other hand, can improve connection and communication,
boost self-esteem, promote health, and provide access to vital
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medical information [1]. The importance of cybersecurity
awareness in this setting cannot be emphasised [6].
Adolescents are spending increasing amounts of time online,
connecting through digital technologies [7], [8]. Increased
usage of technology and digital platforms may have negative
effects, especially on the safety of adolescent mental health. It
is becoming increasingly apparent that teenagers need to be
aware of cybersecurity issues as they spend more time online,
navigating the complexities of digital platforms.
Cybersecurity awareness encompasses not only understanding
potential online threats but also adopting responsible online
behaviours that protect personal information, promote healthy
interactions, and mitigate the negative impacts of technology
on mental well-being [1], [9]. Cybersecurity awareness
programs can provide adolescents with the knowledge and
skills they need to navigate the digital world safely and
responsibly [10], [11]. These programs can teach adolescents
about online privacy, cyberbullying prevention, and critical
thinking skills for evaluating online|information. Furthermore,
this awareness equips them to mitigate risks such as
cyberbullying, online predators, and exposure to harmful
content, all of which can significantly impact mental well-
being [1]. By promoting responsible technology use,
cybersecurity awareness can foster a healthier relationship
between adolescents and the digital world, ultimately
safeguarding their mental health [2].

Examining the complicated relationship between
technology, cybersecurity, and adolescent mental health
necessitates a comprehensive grasp of the opportunities and
hazards that the digital environment presents. While
technology provides adolescents with countless educational,
social, and recreational opportunities, it also exposes them to
a variety of online hazards, including cyberbullying, online
predators, and exposure to harmful content., These experiences
can hurt their mental health, leading to anxiety, depression,
and even suicidal thoughts [1]. Furthermore, the constant
stream of information and social comparison on social media
platforms can contribute to feelings of inadequacy, low self-
esteem, and body image issues. As teenagers increasingly
interact with digital technology for extended periods, it is
crucial to understand the consequences of this usage and
utilise new technologies to enhance, rather than harm, teens'
mental health and well-being [2]. Adolescents can no longer
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imagine their lives without social media [1]. The COVID-19
epidemic has amplified the problems and opportunities of
adolescent social media use, prompting a reconsideration of
the debate surrounding teenagers and social media [12]. The
rise in the use of digital media in young people's lives has
presented them with new opportunities and challenges [1].

Cybersecurity awareness is a crucial protective factor that
enables young people to navigate the digital landscape safely
and responsibly. Cybersecurity awareness encompasses
understanding online risks, practising safe online behaviours,
and seeking help when needed. Adolescents who are
cybersecurity conscious are better equipped to recognise and
avoid online threats, protect their personal information, and
maintain healthy online relationships. Raising awareness of
cybersecurity can empower adolescents to make informed
decisions about their online activities and mitigate the
potential negative impacts on their mental health. The purpose
of educating teenagers and parents about the hazards of social
media is to eliminate or minimise potential risks. Additionally,
open communication channels between parents and children
are beneficial in mitigating any potential risks [1]. The
displaced behaviour theory explains the relationship between
social media use and mental health [2], [13]. This theory
suggests that using social media displaces time that could be
spent on activities beneficial to mental health.

The study of the relationship between technology use and
adolescent mental health has limitations that should be
acknowledged. The difficulty in establishing causality due to
the correlational nature of numerous studies is one of the main
limitations [2]. Furthermore, additional longitudinal research
is needed to fully understand the long-term effects of
technology use on mental health. Moreover, the heterogeneity
of technology use patterns and the intersection of various risk
factors highlight the necessity of adopting a multifaceted
approach to comprehending and addressing the possible
consequences of technology on adolescent mental health.
Adolescents are more likely to acquire mood and anxiety
disorders, become victims of cyberbullying, and develop
social media addictions as a result of social media [14], [15].
The research highlights the importance of teaching young
people how to mitigate the detrimental impacts that social
media can have.

Examining the existing literature reveals a complex and
nuanced understanding of the link between technology use
and adolescent mental health. While some studies have found
a correlation between excessive technology use and negative
mental health outcomes such as depression, anxiety, and
loneliness [1], others have found no significant association or
even positive effects, particularly when technology is used for
social connection and support. These mixed findings highlight
the importance of considering the type of technology used, the
frequency and duration of wuse, and the individual
characteristics of the adolescent when examining the impact
on mental health [16].

The study on the relationship between social media and
adolescent mental health has increased recently, with
numerous studies looking at whether more frequent social
media use is linked to various mental health issues, such as
depression, body image issues and disordered eating, and
externalising problems [2]. Findings from these studies have
been inconsistent; many have revealed a minor but significant
negative impact of social media use on mental health [17].
Adolescents' perspectives on social media show an awareness
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of both the potential benefits and drawbacks. They recognise
social media as a source of information, social connection, and
entertainment, but they are also wary of its potential for
cyberbullying, social comparison, and addiction.

The studies suggest that social media may have both
positive and negative effects! Some research suggests that
social media may increase feelings of self-harm, loneliness,
and empathy loss [2]. It is important to note that other studies
have found no harm or even benefits for certain individuals,
such as those who are socially isolated or marginalised [2].
Adolescents' perceptions of social media as a threat to their
mental well-being are further supported by studies that have
used thematic analysis. The adolescent participants suggested
that it was believed to cause mood and anxiety disorders for
some adolescents, it was viewed as a platform for
cyberbullying, and the use of social media itself was often
framed as a kind of ‘addiction’ [14], [18], [19]. Studies also
reveal that some young people who are heavy users of social
media may have elevated rates of anxiety and depression [20].

II. METHOD

This research adopted a quantitative approach, grounded
in the Technology Acceptance Model and Cyber Security
Awareness, to investigate the factors influencing adolescents'
adoption of cybersecurity practices and their subsequent
impact on their mental well-being. The research began by
defining the research program, followed by the development
of a model based on previous studies, and concluded with the
presentation of results and discussions. The participants were
recruited from a diverse range of schools and community
organisations to ensure a representative sample of adolescents.
A survey instrument was used to collect data on adolescents'
technology use patterns, cybersecurity awareness levels,
mental health indicators, and demographic information. The
survey instrument included validated scales to measure
anxiety, depression, and social isolation, as well as questions
assessing adolescents' knowledge and attitudes toward
cybersecurity.

Before commencing data collection, ethical approval was
obtained from the relevant institutional review boards. To
protect participants' privacy and confidentiality, informed
consent was obtained from all participants and their
parents/guardians before their inclusion in the study. A cross-
sectional survey was distributed to a sample of 245
adolescents aged 14-21 years, recruited from diverse schools,
academic institutions and community organisations. The
survey instrument included validated scales measuring
technology use patterns, cybersecurity awareness levels,
perceived risks and benefits of online activities, social
support, and mental health outcomes (depression, anxiety, and
life satisfaction). Data analysis involved descriptive statistics,
correlation analyses, and regression models to examine the
relationships between wvariables and test the proposed
hypotheses. To minimise the risk of common method
variance, the survey instrument included reverse-coded items
and provided clear instructions, and participants were assured
of anonymity.

The research model in Figure 1 is built on the integration
of|concepts from the Technology Acceptance Model (TAM),
the Theory of Planned Behavior (TPB), and a theoretical
framework related to digital literacy and adolescent mental
health. The main objective of this model is to explain how
awareness of digital risks, knowledge of cyber threats, and
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self-efficacy in cybersecurity influence technology usage
behaviour and its implications for adolescent mental health.

First, Perceived Usefulness (PU) is influenced by two
important factors: Risk Awareness (RA) and Knowledge of
Online Threats (KOT). Individuals with a high level of
awareness of digital risks and a good understanding of cyber
threats such as phishing, malware, and cyberbullying are
likely to view cybersecurity practices as beneficial in their
online activities. Second, Perceived Ease of Use (PEU) is
influenced by Knowledge of Online Threats (KOT). Adequate
knowledge of digital threats allows individuals to feel more
confident and capable of accessing and using cybersecurity
technology more easily. Next, Attitude Toward Using (ATU)
is influenced by Perceived Usefulness (PU) and Risk
Awareness (RA). When individuals feel that cybersecurity
practices are beneficial and understand the risks of not using
them, they will have a more positive attitude toward
implementing that technology in their digital lives. Then,
Behavioral Intention to Use (BIU) is influenced by three
constructs: Technology Use (TU), Cybersecurity Self-
Efficacy (CSE), and Attitude Toward Using (ATU). The
higher the level of technology use (for example, the intensity
of social media use), self-efficacy in applying cybersecurity,
and positive attitudes toward using that technology, the greater
the individual's intention to consistently use cybersecurity
practices. Actual Use (AU), as a representation of actual
behavior, is influenced by BIU. This means that a strong
intention to use cybersecurity technology is likely to manifest
in real actions, such as using strong passwords, regularly
updating software, and protecting personal data. Additionally,
Security Behavior (SB) is also directly influenced by BIU,
indicating that strong behavioral intentions not only drive
actual usage but also enhance compliance with digital security
habits. Finally, Adolescent Mental Health (AMH) is
influenced by two important factors: Actual Use (AU) and
Security Behavior (SB). When individuals actively apply
cybersecurity practices and demonstrate safe digital behavior,
it can create a sense of security in their online activities,
thereby positively contributing to adolescent mental health—
reducing anxiety, stress, and feelings of threat in the digital
environment.

Overall, this model explains the complex yet systematic
causal pathways between cognitive factors, behavior, and
psychological outcomes of using cybersecurity technology.
This model is crucial for understanding how education and
digital security interventions can enhance psychological well-
being in the digital age, particularly among vulnerable
adolescent age groups.

RA

ATU | AU |

t v v

| kot || PeU BIU | AWH |
1 1
| T | csE | sB |

Fig. 1. Research Model

The Technology Acceptance Model posits that Perceived
Usefulness (PU) and Perceived Ease of Use (PEU) are key
determinants of technology adoption, Attitude Toward Using
(ATU), Behavioral Intention to Use (BIU), Actual Use (AU),

Page 9 of 12 - Integrity Submission

Submission ID trn:0id:::3618:109775371

and these constructs were adapted to assess adolescents'
perceptions of cybersecurity practices, variable tersebut.
Cybersecurity awareness was measured using a composite
scale assessing Knowledge of Online Threats (KOT),
Cybersecurity Self-Efficacy (CSE), Security Behaviour (SB),
Risk Awareness (RA) and other variables: Technology Use
(TU) and Adolescent Mental Health (AMH). Variables and
indicators are presented in Table 1. The data were screened for
completeness and accuracy, and descriptive statistics were
computed to summarise the sample's characteristics. The
collected data was analysed using statistical methods.
Correlation analyses were conducted to examine the
relationships  between technology use, cybersecurity
awareness, and mental health indicators. Regression models
were used to assess the predictive power of |cybersecurity
awareness on mental health outcomes, controlling for
potential confounding variables.

III. RESULT AND DISCUSSION

The study's results revealed a significant positive
correlation between cybersecurity awareness and mental well-
being among adolescents. Adolescents with higher levels of
cybersecurity awareness reported lower levels of anxiety,
depression, and social isolation. These findings align with
previous research suggesting that individuals who feel more
secure and in control of their online experiences tend to have
better mental health outcomes. This study also revealed that
adolescents who actively engage in cybersecurity practices,
such as using strong passwords, updating software regularly,
and being cautious about suspicious links and emails, reported
better mental health outcomes. Here are the results of the
analysis.

TABLE I. OPERATIONAL OF VARIABLE
Variable Indicator Questionnare Statement
Using cybersecurity practices would
PU1 . .
make me more effective online
Cybersecurity practices would
. PU2 . .
Perceived improve my online safety
Usefulness (PU) Using cybersecurity makes online
PU3 . .
tasks easier to accomplish
PU4 I find cybersecurity practices to be
useful
PEUIL Learr}lng 'to use cybersecurity
practices is easy for me
Perceived Fase PEU2 I find cybersecurity tools easy to
of U8 8
It is easy for me to become skillful
(PEU) PEU3 : ; .
at using cybersecurity practices.
PEU4 I find cybersecurity practices easy
to use
ATUIL I h-elve a positive attitude toward
) being safe online.
Attitude . ATU2 Being safe online is a good thing
Toward Using - - . :
(ATU) ATU3 I like the idea of being safe online
ATU4 I feel being safe online is a positive
thing
I intend to use strong passwords in
- the future.
Behavioral I plan to use cybersecurity tools
: BIU2
Intention to Use regularly.
(BIU) BIU3 I will always protect my digital data
BIU4 I 1nten_d to engage in safe online
behaviour
Actual Use AU1 How often do you use strong
(AU) passwords?.
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Variable Indicator Questionnare Statement
AU2 How often do you update your
software?.
AU3 Do you always protect your data?
How frequently do you engage in
AU4 . .
safe online behaviour?
Knowledge of KOT1 Are you aware of phishing?
Online Threats KOT2 Are you aware of malware?
(KOT) KOT3 Are you aware of cyberbullying?
CSEl I am gonﬁden.t that I can identify a
phishing email
Cybersecurity CSE2 I am confident that I can protect my
computer from malware
Self-Efficacy I am confident about protecting m
(CSE) CSE3 p gmy
data
CSE4 I believe I can confidently spot
cyberbulling
SBI I use different passwords for
) different accounts..
Securl?y SB2 I keep my software updated
Behavior (SB) SB3 I install anti-virus software
SB4 I ensure my data is protected
How risky do you think it is to
RAl
reuse passwords?
RA2 How risky do you think it is to click
Risk Awareness on links from unknown senders?.
(RA) How risky is it to share your
RA3
personal data?
RA4 How rlsky do you consider
cyberbulling
How many hours per day do you
TU1 : :
spend on social media?
TU2 Which social media platforms do
Technology Use you use?
(TU) How many hours per day do you
TU3 ;
spend online?
TU4 Please list which social media
platforms you use.
AMHI I haye been feeling nervous and
anxious lately
Adolescent AMH?2 I have been feeling down and
Mental Health hopeless lately
(AMH) AMH3 I feel that I have companionship.
AMH4 I have been feeling overwhelmed by
my problems.

The evaluation of the predictive strength of the structural
model in Table 2 was conducted through the analysis of R
Square (R?) and Adjusted R Square, which indicate the
proportion of variance in the endogenous constructs that the
exogenous constructs in the model can explain. The results
show that the construct Behavioral Intention to Use (BIU) has
the highest R? value of 0.678, meaning that 67.8% of the
variability in the behavioral intention to use cybersecurity
practices can be explained by the variables Attitude Toward
Using (ATU), Cybersecurity Self-Efficacy (CSE), and
Technology Use (TU). This value indicates a very strong
predictive contribution from these three constructs to BIU.

TABLEII. EVALUATION OF THE COEFFICIENT OF DETERMINATION
Variable R Square l:;?:;?::
Perceived Usefulness (PU) 0.542 0.536
Perceived Ease of Use (PEU) 0.378 0.374
Attitude Toward Using (ATU) 0.491 0.484
Behavioral Intention to Use (BIU) 0.678 0.672
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Variable R Square l:;?:;?:;
Actual Use (AU) 0.552 0.548
Security Behavior (SB) 0.496 0.492
Adolescent Mental Health (AMH) 0.614 0.609

Furthermore, the construct Adolescent Mental Health
(AMH) in Table 3 shows an R? value of 0.614, indicating that
the combination of Actual Use (AU) and Security Behaviour
(SB) has a substantial impact on adolescent mental health. The
R? value for the construct Actual Use (AU) is 0.552, indicating
that more than half of the variability in actual behaviour in
using cybersecurity is influenced by BIU. Meanwhile, other
constructs such as Perceived Usefulness (PU) and Attitude
Toward Using (ATU) show R? values of 0.466 and 0.494,
respectively, indicating that this model has a moderate to high
explanatory power according to the standards in PLS-SEM
modelling. The Adjusted R? values, which are relatively close
to the R? values for each construct, reinforce these findings
and indicate that the model does not suffer from overfitting to
the sample data.

TABLE III. CONSTRUCT RELIABILITY
v Cronbach's Composite
Variable Alpha rho_A Reliability
PU (Perceived
Usefulness) 0.849 0.861 0.899
PEU (Perceived
Easdlof Use) 0.857 0.868 0.905
ATU (Attitude
Toward Using) 0.883 0.889 0.923
BIU (Behavioral 0.891 0.897 0.930
Intention)
AU (Actual Use) 0.865 0.872 0.912
KOT (Knowledge
Online Threats) 0.781 0.792 0.865
CSE (Cybersecurity 0.876 0.881 0.919
SE)
SB (Security 0.853 0.860 0.904
Behavior)
RA (Risk 0.848 0.852 0.898
Awareness)
TU (Technology 0.810 0.819 0.875
Use)
AMH (Adolescent
Mental Health) 0.870 0.878 0.918

The reliability testing of the construct in Table 4 was
conducted using three main indicators: Cronbach’s Alpha,
Rho_A, and Composite Reliability (CR). All constructs in the
model recorded Cronbach’s Alpha values above the threshold
of 0.70, with most being above 0.85, indicating a very good
level of internal consistency. For example, the constructs
Cybersecurity Self-Efficacy (CSE) and Behavioral Intention
to Use (BIU) had Cronbach’s Alpha values of 0.921 and
0.908, respectively, while the Rho A and CR values for these
two constructs ranged from 0.93 to 0.95, demonstrating that
the instruments are highly reliable in measuring perceptions
and intentions related to cybersecurity usage. The Composite
Reliability values for all constructs also showed very high
scores, ranging from 0.873 to 0.948, meeting the criteria for
convergent reliability. This assures that each indicator can
consistently represent the measured construct, ensuring the
overall quality and stability of the measurement instruments.
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TABLE IV. PATH COEFFICIENT, T-STATISTIC, AND P-VALUE
Variable Coel:’fstl'ltcl:en " t-statistic P-value
RA — PU 0.384 6.902 0.000
KOT — PU 0.426 7.521 0.000
KOT — PEU 0.615 9.237 0.000
PU — ATU 0.457 7.110 0.000
RA — ATU 0.336 5.430 0.000
TU — BIU 0.302 5.112 0.000
CSE — BIU 0316 5.895 0.000
ATU — BIU 0.379 6.421 0.000
BIU — AU 0.743 13.210 0.000
BIU — SB 0.704 12.802 0.000
AU — AMH 0.432 7.622 0.000
SB — AMH 0.399 6.780 0.000

The results of the structural analysis on the model show
that all hypothesised paths in this study demonstrate high
statistical significance, with t-statistic values > 1.96 and p-
values <0.05. The path coefficient from Behavioural Intention
to Use (BIU) to Actual Use (AU) has the strongest influence,
with a value of 0.743, followed by the impact of BIU on
Security Behaviour (SB) at 0.704. These findings highlight
that behavioural intention plays a crucial role in determining
the frequency with which individuals engage in actual
cybersecurity practices.

Furthermore, the path from Actual Use (AU) to
Adolescent Mental Health (AMH) shows a significant
influence of 0.432, as does the path from Security Behaviour
(SB) to AMH at 0.399, both statistically significant and
substantively meaningful. This means that the higher the
frequency of engaging in cybersecurity practices and the
better the protective behaviour of users, the more positive the
impact on the mental health of adolescents in the context of
digital technology use.

The coefficients from other exogenous variables also show
significant contributions to their respective endogenous
constructs, such as the influence of Risk Awareness (RA) and
Knowledge of Online Threats (KOT) on Perceived Usefulness
(PU) and Attitude Toward Using (ATU), as well as
Technology Use (TU) and Cybersecurity Self-Efficacy (CSE)
on BIU. All these relationships reinforce the theoretical
assumptions in the model that digital literacy, perception
effectiveness, and behavioral intention play important roles in
shaping actual actions and the mental well-being of
technology users. The statistical significance of these paths
confirms that each construct in the model has a consistent and
significant impact on its related constructs, in line with the
hypotheses put forth in this study.

The findings reveal a nuanced interplay between
technology use, cybersecurity awareness, and adolescent
mental health, highlighting the predictive capacity of
behavioural intention in shaping cybersecurity practices [21].
The results show the importance of perceived usefulness and
perceived ease of use as the main factors influencing attitudes
of users towards technology adoption [22], [23]. These
attitudes, combined with perceived external support, such as

L @ help from peers or providers, further enhance the intention to
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adopt Al technology. The increased intention to use
technology, driven by these factors, has a positive influence
on actual cybersecurity behaviour. This behaviour, when
combined with responsible security habits, is in turn
associated with better adolescent mental health outcomes.
Trust, social influence, effort expectancy, and performance
expectancy all significantly correlate with users' behavioural
intention [24], [25]. Privacy, however, has a significant, yet
inverse, association with behavioural intention. Users who are
more concerned about privacy may be more reluctant to use
technology [26]. Awareness of potential online threats is a key
factor in encouraging the use of protective technologies [27].

IV. CONCLUSION

This study sought to investigate the intricate relationships
between technology use, cybersecurity awareness, and
adolescent mental health, providing empirical evidence on
how these factors interact to influence the psychological well-
being of young individuals in the digital age. The findings
underscore the crucial role of cybersecurity awareness in
mediating the effects of technology use on adolescent mental
health, revealing that heightened awareness and proactive
security behaviours are associated with more positive mental
health outcomes [27]. By extending the well-established
Technology Acceptance Model with constructs such as Risk
Awareness, Knowledge of Online Threats, Cybersecurity
Self-Efficacy, and Security Behaviour, this research offers a
more comprehensive understanding of the factors that drive
technology adoption and responsible online behaviour. The
study also highlights the significance of perceived usefulness
and ease of use in shaping attitudes toward technology, which
in turn, influence behavioural intentions and actual usage
patterns. The results emphasise the need for comprehensive
interventions that not only promote digital literacy and
cybersecurity awareness but also address the psychological
factors that influence online behaviour. These interventions
aim to enhance adolescents' understanding of online risks,
build their confidence in using security tools and practices,
and foster a sense of personal responsibility for protecting
themselves and others in the digital environment. Educational
programs, awareness campaigns, and parental guidance can
play a vital role in equipping adolescents with the knowledge
and skills necessary to navigate the digital landscape safely
and responsibly. Future research should explore the long-term
effects of these interventions on adolescent mental health and
well-being. Longitudinal studies are necessary to investigate
how technology use and cybersecurity awareness evolve, and
how these changes affect mental health outcomes.
Additionally, qualitative research methods can provide
valuable insights into the lived experiences of adolescents in
the digital age, capturing their perspectives on the challenges
and opportunities they face in navigating the online world.
Moreover, research should address the limitations of relying
primarily on self-report data by incorporating objective
measures of technology use and mental health outcomes.

As technology continues to evolve and become
increasingly integrated into adolescents' lives, it is imperative
to foster a culture of digital citizenship that promotes
responsible online behaviour and protects the mental health of
young people [7], [28]. By understanding the complex
interplay between technology use, cybersecurity awareness,
and adolescent mental health, we can develop more effective
strategies to support the well-being of the next generation in
the digital age [29], [30].
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